THE STATE’S INVOLVEMENT IN REGULATING THE
INTERNET
1. INTRODUCTION
Current global debates regarding the Internet always focus on issues such as copyright, rights and
responsibilities of intermediaries, net neutrality, etc. but in the center of each of these debates is
the involvement of authorities on various levels in the control of the Internet. In fact, “experience
has shown that authorities will always strive to maintain their hold on the national narrative and
undermine any proposed alternative.”1 But such tendencies of the authorities come across the
problem of the very nature of the internet and therefore we must find answers to the following
questions: 2 ‘Regulation by whom?’, ‘Regulation to what end?’ and ‘Regulation with what
authority?’
As one of the fundamental human rights, right to freedom of expression should enjoy protection
in legislation of any state. The legislative framework of Bosnia and Herzegovina has been created
by the international community after the war and its provisions are theoretically in line with
international standards and respect of human rights. But as the international community started to
withdraw its influence from the country, the pressures exercised by various center of powers over
media outlets on all platforms and so on the Internet, started being more visible.
This paper will compare the cases involving online community exercising freedom of expression
online in Bosna and Herzegovina and in Serbia, and especially reflect on a legal framework of
these two countries regulating freedom of expression on the Internet. Particular attention will be
given to the most recent legislation passed in Republika Srpska’s when the National Assembly
voted in February 2015 to adapt its Law on Public Peace and Order to include social media,
international advocates of freedom of expression raised an alarm. In short, according to many
freedom of expression experts, the Law on Public Peace and Order is vague in interpreting what
might constitute a breach of public order, and carries fines and the threat of imprisonment even for
the content on the Internet. It comes after several cases of alleged censorship, and physical
intimidation of media professionals in Bosnia and Herzegovina over the past several years that
seems to be gaining momentum. These events will be compared to the ones in Serbia, and the
restrictions on freedom of expression particularly in times of state emergency.
The paper therefore aims at providing insights into opinions of relevant stakeholders, lawyers,
journalists as well as the perspective of users who found themselves under the legislation regarding
internet in both countries. It will bring issues concerning freedom of expression on the Internet to
the attention of all relevant stakeholders, and galvanize public support of the right to freedom of

1
2

Digital dilemmas: power, resistance and the Internet, M.I. Franklin, p. 138 (Barkai 2012:21)
Feintuck, Mike, Media regulation: public interest and the law, 2006, p.202

expression and a free media. The paper will reflect on the relevant laws through the indicators of
efficiency and clarity, as well as liability.
Finally, this paper acknowledges certain limitations when it comes to gathering data, mainly
because the practice is relatively new regarding internet and also because the bodies in charge, as
well as practitioners, are often unwilling to cooperate and share relevant data.
2. THEORETICAL CONCEPTS
The Internet is today one of the most common forms of communication, thus legislative
frameworks in any country are not to prohibit citizens from freely exercising said rights on this
platform. Any similar actions by a government produce a chilling effect and restrict the user’s
right to express or receive information without interference. Therefore, it is firstly necessary to
focus on several key concepts regarding freedom of expression online and then to reflect on
international practice.
2.1. CHILLING EFFECT
Social networks have millions of subscribed users, and networks such as, for example, Facebook,
usually have terms of use and their own policies regarding e.g. hate speech. They most often turn

In the case of television and radio, the number of speakers is limited by the available
spectrum, the ability to speak is limited by the high cost of speaking, and listeners
are (at least for the present) merely passive recipients of the communications. With
the Internet, on the other hand, the number of speakers is infinite, anyone can speak
for a few pence a day (or none) and listeners can respond and engage the speaker in
an interactive and continuing dialogue. Eric Barendt, Lesley Hitchens, Media law cases and
materials, , p.289

to post-moderation, that is, reacting when there are reports of inappropriate content by users
themselves, and thus these networks aim at respecting their rights and responsibilities. At this point
we reach an important issue in current debates, and it is the one of users and their role. Unlike in
traditional media, users are no longer passive recipients of information, now they have the
opportunity to create content themselves, to leave their comments on topics they are interested in,
in other words, they have a very active role in online media and they are interacting across borders.
This makes social networks excellent platforms to contact a large group of people simultaneously
and chilling effect removes this ability and therefore infringes on users’ rights.
A chilling effect represents inhibition or discouragement of full utilization of the right to
expression and correspondence. 3 Usually it means that the speech or conduct of individuals is
suppressed under the threat of penalization. In this instance there is no need to infer if such an
US Legal Definitions “Chilling effect” < http://definitions.uslegal.com/c/chilling-effect/ ; Lamont v Postmaster General
[1965] 381 U.S. 301; Zwicker v Koota [1972] 389 U.S. 241.
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effect will occur on free speech. Hence, all citizens within the specified radius will be penalized
and their right to free speech and expression without interference will be eroded.
New technology poses new problems for authorities, because it is more powerful than ever and
subject to abuse. Every citizen has the right to be left alone in terms of their actions online and
hence when speaking about online world, we must mention the right to anonymity, because its
violation causes a chilling effect and imposes a prior restraint on speech. Anonymity is important
when expressing one’s opinion, particularly those that are controversial ones. A person fearing for
his life and wellbeing may be discouraged from freely expressing himself/herself, if he/she
suspects that his anonymity is compromised. Thus self-censorship is acting to restrict freedom to
speech and expression. A chilling effect also occurs since the users will be aware that their personal
information and their messages can and will be accessed by the government. Finally, the
requirement imposes a prior restraint on speech since the right to expression shall be exposed to
prior government control. Should it be otherwise, users may be wary of joining social networks in
the future, since their membership will be tracked and used against them in potential lawsuits,
especially if they intend to share sensitive information or beliefs.
Specifically, the prosecutions are not permissible under Article 29(2) of the Universal Declaration
on Human Rights (UHDR). Since opinions enjoy absolute protection in international law, even if
they do not equal expression, prosecuting users for merely stating their opinion constitutes a
violation of freedom of expression. Additionally, this protection extends to statements and
opinions that seemingly have no merit or are offensive. The right to expression is inherently
intertwined with the right to receive information. Comments, questions and discussions on the
matter of public interest, especially in the domain of political expression, which gives and leads
public figures and media, represent the most protected form of freedom of expression and with the
prosecutions of users, a government may remove a large source of information for the average
citizen.
2.2 MEDIA AS PUBLIC WATCHDOG
The media has the obligation to act as a public watchdog, and prosecuting journalists constitutes a
violation of the right to freedom of expression as declared in the UHDR. The public generally
expects media to act as a public watchdog, guarding against improper behavior.4 The role of the
media as ‘watchdog’ is a traditional characterization of the role of the news media in particular. 5
This watchdog role can take many forms depending on the nature of the medium concerned, as
well as on the state of democracy and development in a particular country. Essentially, this role is
to provide information – to be the ‘eyes and ears’ of the public in monitoring what is happening in
public life by reporting on daily events as they unfold.
2.3 RIGHT TO PRIVACY
The right to privacy is one of the most important basic human rights.6 Modern technology has
changed the face of society and the right to privacy has never been more important. Governments
4
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around the world have been building their surveillance networks7, which can and will be abused
in order to bypass due process and track everyone, and the capacity to identify, track and document
each and every citizen in the name of “national security” is being built constantly. 8
As Warren and Brandeis defined it, the right to privacy is the “right to be left alone”.9 It also is the
right to keep a bubble of privacy around us, one that contains all the things that are “part of us,
such as our body, home, property, thoughts, feelings, secrets and identity.“10 It is clear that this
right extends to sensitive personal information.11
Any form of collecting messages and user information constitutes a form of surveillance. 12 It
necessarily implies storage of data, which is not in accordance with established guidance notes on
data collection and storage.13 Furthermore, there is no telling how the collected data will be used
or misused14, and how it will be monitored15. Regardless of this, storing any personal information
such as messages and user identity information constitutes an interference with the right to
privacy.16
Moreover, in order to maintain freedom of expression there has to be substantial protection of
anonymous speech.17 Anonymous speech is part of the “…honorable tradition of advocacy and of
dissent.”18 It is “a shield from the tyranny of the majority.”19 The protection of anonymity reflects
the historical practice of “according greater weight to the value of free speech than to the dangers
of its misuse.”20 Various courts have interpreted that this right also extends to the online world.21
Anonymity is thus an important facet of freedom of association, especially as it pertains to online
communities.22 It has been suggested that the government surveillance measures affect the daily
lives and routines of citizens who modify their behavior in order to avoid suspicion and
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harassment.23 The users would be discouraged to send and receive further messages, thus inducing
a chilling effect on their speech via self-censorship.24
At this point we reach to the concept of a prior restraint which exists when the right to expression
is subjected to prior government control.25 The users might be discouraged from sending further
messages in fear of repercussions. This does not mean it shall disregard lawful26 requests, instead
it shall carefully review the request and only provide information within the scope and authority
of the request.
3. STATE INTERFERENCE
Right to correspondence is protected in international documents. 27 However, this right is a
qualified right28, meaning that the state also has the right to interfere with the private life of an
individual under certain circumstances29. The state carries the burden to justify an interference
with this right.30 These obligations of the state fall onto all public authorities. 31
The new measures that may be taken must bring no restrictions to users to receive information.
The right to freedom of expression also entails the right to receive information from various
sources without interference from public authorities.32 Moreover, the government has a burden to
demonstrate that there were no other less restrictive alternatives in caste the interference occurs
after all. 33 Governments have a much greater obligation to justify their actions, 34 and “the
individual should not have his freedom of action limited beyond the degree necessary in the public
interest."35
When an individual's freedom of expression is unlawfully restricted, it is not only the right of that
individual that is being violated, but also the right of all others to “receive” information and ideas.
Its second aspect, on the other hand, implies a collective right to receive any information and to
have access to the thoughts expressed by others. It is equally important for citizens to have the
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right to access opinions of others and general information as it is for them to have rights that protect
their ability to impart their own opinions.36
European Court for Human Rights (ECtHR) has established a hierarchy of values that protect
freedom of expression.37 Under that hierarchy, comments and discussions about matters of public
interest obtained by media are the most protected form of freedom of expression. ECtHR has
almost always concluded that it is the matter of restriction of freedom of expression in applications
considering defamation lawsuits of high representatives and public figures.38
ECtHR also emphasizes that the duty of media exceeds simple and monotonous reporting on facts,
affirming that the duty of media is also to analyze facts and events in order to inform the public
and to contribute to the public interest.39
4. FREEDOM OF EXPRESSION IN BOSNIA AND HERZEGOVINA
In a multicultural society which has, in addition, faced violent conflicts and which is hence still
trying to recover, the full respect of freedom of expression on all platforms and adequate
implementation of relevant laws is still a big challenge. This is precisely the situation with Bosnia
and Herzegovinawhich in its transition had to make important decisions that would guarantee the
right to freedom of expression to be enjoyed and be in line with international standards. However,
numerous challenges keep slowing this process down.
The very process of adoption of necessary legislation is one of them, as it is widely believed to be
politically influenced rather than addressing real issues. Media independence, even public service
media, is also challenged.
Similar situation in other countries of the region makes this project relevant outside the borders of
Bosnia and Herzegovina, because the spill-over of practices is a likely option when it comes to the
regulation of the Internet.
Specifically, when it comes to the RS’s Law on Public Peace and Order, it is particularly
worrisome to include social media within the definition of a “public space.” While such legislation
is not unfamiliar to the west (the United Kingdom’s Guidelines on Social Media Prosecutions ),
the interpretation of this legal trend is deeply concerning: it gives power to the police and
magistrate judges to interpret the law and sanction any social media action as they see fit.
This is problematic, as the law does not include concrete standards for the definition of social
media, it does not explain what constitutes “offensive” or “indecent” material, nor denies that
citizens can be prosecuted outside of Republika Srpska.
This concern has been expressed by many international actors including OSCE’s Representative
on Freedom of the Media Dunja Mijatović as well as organizations such as Human Rights Watch.
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In her two letters40 Dunja Mijatović expressed her concerns that the Law on Public Peace and
Order “could be used to limit free expression on social media.” She continued by saying that
“(o)fficials may be left to interpret what is considered disturbing or offensive, possibly leading to
arbitrary or abusive charges.” In her second statement after the Law was adopted she expressed
her disappointment “that so many local and international voices of concern were simply ignored.”
This is particularly important because Ms. Mijatović has in her first letter offered “to assist the
authorities to conduct a legal analysis of the law and issue recommendations.41” Similar statement
was made by Human Rights Watch researcher Lydia Gall where she said that “extremely wide and
incoherently formulated prohibitions in this law seem to have no other purpose but to limit freedom
of speech on the Internet.” She has continued by calling the National Assembly of Republika
Srpska to dismiss this problematic law. All of these calls remained without a response. .
There is also concern that an expansion of the measure into the Federation of Bosnia and
Herzegovina (FBiH) is the next step. This is a textbook chilling effect law, and has the potential
to severely hamper freedom of expression in Bosnia and Herzegovina. It comes after an alarming
trend of clampdowns on media in Bosnia and Herzegovina over the past several years that seems
to be gaining momentum. The 2014 Media Sustainability Index (MSI) shows a substantial decrease
in media freedom over the last five years –from 2.81 in 2009 to 1.66 in 2014. According to data
of Reporters without Borders, since 2006 to present, freedom of the press in the country has
plummeted from 19th to 66th place.
Such Law, therefore, directly and without a doubt contravenes the provisions of the UDHR and
the right to freedom of speech and expression of people detained has been heavily violated. The
right of users to correspondence without interference, enshrined in Article 12 of UDHR is thus
violated even on the Internet, the most widely used tool of correspondence. In general, interference
in any manner in any means of communication is the hallmark of oppressive regimes, while
national security cannot be used as an excuse as it is too broad a term and is being used for purposes
unrelated to national security.
Furthermore, the new law is also void due to overreach. Specifying such a broad radius could
potentially lead to innocent citizens being penalized for doing nothing wrong. Less onerous ways
of preventing violence, riots or any other form of possible threat to national security must be found.
The actions taken do not serve a legitimate aim since national security or public order, under
certain circumstances, cannot be considered as satisfied aims. Moreover, democratic societies
should be void of such arbitrary provisions because they violate the freedom of expression of
Internet users, which has been commonly recognized under international law 42. The government
must be able to “establish that the expression poses a serious threat to national security”43 and the
“OSCE Representative warns that legal amendments pose threat to free expression in Bosnia and Herzegovina; offers legal
assistance” 27 January 2015 <http://www.osce.org/fom/136911>
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restriction constitutes the “least restrictive means”44 available. “Once information has been made
generally available, by whatever means, whether or not lawful, any justification for trying to stop
further publication will be overridden by the public’s right to know.”45
The Government does not state any explicit reason for detaining users of social networks. Doing
this does not serve to protect the “rights and reputation of others … national security, public order,
public health or morals.” 46 it is clear in this instance there was no threat to national security as “…
local or relatively isolated threats to law and order” cannot be considered as such. 47 Furthermore,
there is no proven causal link between any incidence of violence and posts on social networks.
Such a link must be established first in order for the aim of protecting public order to be viable. 48
The contents of the posts on social networks the authors of which were detained, do not intend or
seem likely to incite riot or any threat to national security, and there is no proven, only speculative
link between posts and possible threats to public order. One of the most important cases of this
kind was the one of a journalist, Danijel Senkic, also a representative of an NGO ‘Front’. On his
Facebook wall, Senkic spoke about the authorities in BiH when they arrested Bosniak returnees in
Republika Srpska, and called their activities a terror, some police officers criminals and Bosniak
politicians mute observers. The status was, among other, as follows: ‘The police in Zvornik
terrorizes Bosniak population and their politicians stay silent or vaguely oppose. And so, as a Vlah,
pardon me, I wish to say a few words…’49 The status continues with reference to the father of one
police officer and murder he committed during the war between 1992 and 1995, and states that
even now he terrorizes the population in a nearby village, protected by his son. The danger of this
status lies in the fact that even though the disputable Law was passed in one entity, its provisions
have spread to the population in the other entity because Senkic lives in Tuzla, a city in FBiH. 50
In this way, the authorities did not put focus on verification of information regarding war crimes,
but on prosecuting a person who speaks on their Facebook wall. Danijel Senkic was under
interrogation at the police station in Tuzla, and had it been Republika Srpska, he could have been
detained for 24 hours.51 Experts agree that the only way in which it would have been possible for
Danijel Senkic to come before court would be for defamation at best, and only had it been the
father of the policeman himself.52 Another important case to mention is the one of detaining a
Facebook user, Sanel Menzil, from Kotor Varos, even though he deleted the comment he made by
himself. Menzil criticized the decision of proclaiming the Mourning Day in FBiH when there was
an attack on a police station in Zvornik, while also stating that the day of genocide in Srebrenica
is not a Mourning Day in RS.53
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All international documents54 propose a “three-part test” to determine the legitimacy of restrictions
on freedom of expression. Therefore, a limitation is legitimate if it falls within the very narrow
conditions defined in the three-part test. The first condition is that the restriction is provided by
law, the second one is that there is a legitimate aim to limit the freedom of expression and the third
one is that it has to be necessary in democratic society.55 Finally, the government has to establish
the situation where expression poses a serious threat to national security. Every restriction must
be, according to international documents, the least restrictive means available in order to fulfill the
third part of three-part test. Any broad definition of public space does not meet any of these
requirements, and it presents a great opportunity for abuse. Vaguely worded legislation, the scope
of which is unclear, does not meet the standard of being “prescribed by law” and are therefore not
legitimate. 56 However, even though civil society and media were against this, OSCE, Human
Rights Watch and other organizations warned about this law, it was still passed.57
While the Federation of BiH or its Cantons haven’t introduced any strict laws or jurisdiction over
the Internet there have been several cases that are showing inclinations to restrict freedom of
expression of mostly journalists and other media representatives. These attacks are becoming more
common but it is important to point out those cases where state bodies, particularly police and
judiciary, were directly involved. There are three particular events when this happened. In two of
them even OSCE RFoM strongly reacted reminding the authorities of BiH “that there must be no
impunity for attacks against journalists.58”
The first case from 2012, that hasn’t been widely reported, is related to editor-in-chief of portal
Poskok.info Ivan Šušnjar59, who was arrested and accused of computer crime because he used a
web site Emkei’s Fake Mailer (www.emkei.cz) to misrepresent himself as a party friend of at that
time ambassador of BiH to Italy Nerkez Arifhodzic and his abrupt decision to declare himself as
a Croat in order to get this position. Mr. Arifhodzic replied to this e-mail which Susnjar used to
create a satirical article about it. Subsequently, police officers from State Investigative Police
Agency raided offices of Poskok.info, seized all of their equipment and brought in Mr. Šušnjar for
questioning. He was very quickly released but was afterwards charged for committing a computer
crime by breaching into e-mail of Mr. Denis Becirovic, at that time presiding over the Parliament
of BiH, whose identity Susnjar used. Even though Mr. Susnjar explained his methods and
intentions he was banned from using any computer device for two years until in 2015 he was
cleared of all charges. Press Council reacted just before the proceedings started stating that
“(e)ditor Susnjar, exercising the right to free satire and sarcasm, pointed the public's attention to
the case of the public person, who, through abuse of national identity and false national
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declaration, has gained a diplomatic position.60”. Press Council further pointed out that “it is the
editorial orientation of the portal poskok.info to present things satirically, as it did in this case
also.”
Other two cases both happened in 2014 and in both cases police agencies were directly involved.
In February 2014 protests were happening across the country, most particularly in Federation of
BiH. Police department of Tuzla canton tried to exercise pressure on journalists covering these
protests through direct attacks and pressures. Cameraman of Tuzla based TV Slon Branislav
Pavičoć was covering the protests during a very tense first day. When police officers were trying
to push back the protesters, one of them hit Pavlicic while he was filming even though he was
wearing a badge identifying him as a journalist61. Government of Tuzla Canton announced an
investigation into this incident but in the end it never did. Second incident related to protests also
took place in Tuzla a week after this one. In this case a journalist was stopped by police officers.
These police officers demanded that a journalist hand over footage he recorded at protests in Tuzla
and also give them contacts of all other journalists in possession of other footage. OSCE RFoM
rected in both of these cases and recognized “that journalists may be required to provide materials
when serious crimes are investigated” but this should not be done through intimidation and
through proper channels62.
The final case of government interference with media freedom is a well-known case of Klix.ba
from December 2014. Ppolice officers of Canton Sarajevo and Republika Srpska searched their
offices for 7 hours to find a confidential source63. This raised a lot of controversy and reaction
from domestic and international actors. Press Council issued a statement saying that this “is a
direct attempt of deterring journalists from publishing information in the public’s interest and
sends a message of what will happen to any media who publishes in the public’s interest.64”
OSCE RFoM Dunja Mijatovic also issued a statement in this case emphasizing that “(t)he
protection of sources is one of journalists’ key privileges and it must be safeguarded. Interrogation
and pressure on members of the media to reveal their sources is simply unacceptable. 65” While
all these cases do not show serious intent of BiH governments to restrict media it raises an issue
of need to work more with government bodies to establish protocols defining what and how should
be done in cases of protests and release of information in public interest. This also raises concern
that spillover of legal solutions applied in Republika Srpska to Federation of BiH is a possibility
and should be resolved through a constructive dialogue between the government and
representatives of journalists.
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5. SERBIA
Debates in Serbia have so far posed questions of how online media can fit into national legislation
but remain free and keep their global nature that is crucial for their proper functioning and a full
enjoyment of freedom of expression in digital age.
It has been acknowledged that there are numerous advantages of exercising freedom of speech on
social networks, particularly in times of crisis, thus any limitations imposed on the Internet may
bring troubles rather than solutions. It is therefore specifically the time of floods that hit the region
of Western Balkans in spring 2014 that deserves a closer attention in terms of the interference of
authorities in online speech.
The Constitution of Serbia guarantees the freedom of expression and freedom of media in general.
Article 46 states that “the freedom of thought and expression shall be guaranteed, as well as the
freedom to seek, receive and impart information and ideas through speech, writing, art or in some
other manner.”66 The Internet is therefore not excluded, moreover, it is explicitly mentioned in the
Law on Electronic Media and the Law on Public Information and Media adopted on August 2,
2014, by the Serbian National Assembly. According to the latter: “media are, in particular, dailies
and periodicals, news agency services, radio and television programs and the electronic editions
thereof as well as independent electronic editions (editorially shaped websites or Internet portals),
entered in the Media Register in accordance with this Law.”67
But what is necessary to have in mind here is that such provision may include blogs, forums,
Facebook pages, etc. which may contain the issues of public interest, and in this way the Internet
sphere in Serbia falls more under the control of the government and leaves very little space for full
enjoyment of freedom of expression.68
Therefore, civil society, media experts and others, agree that the best solution for tackling online
content in Serbia is self-regulation which should have a multi-stakeholder approach and include
all relevant actors in this process.69 Legislative framework is thus currently perceived as more fit
for traditional forms of media and their regulation, while the regulation of the Internet content is
rather disputable.
The question often posed here is-where is the line between the freedom of expression guaranteed
by the Constitution (Article 46, Constitution of Republic of Serbia), the right to be informed
(Article 51, Constitution of Republic of Serbia) and undisturbed functioning of a state particularly
in the sphere of national security and protection of life and health of citizens and the property of a
high value. Are freedom of expression and the right to receive information absolute rights or do
they have certain restrictions, and is it possible to misuse those rights and bring damage to the
citizens?
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Article 51 of the Constitution states that everyone has the right to receive truthful, complete and
timely information about the public interest issues, and that media are obligated to respect this
right. Everyone has the right to free access to information found in public institutions and
organizations trusted with certain authority. However, according to Article 20 of the Constitution,
human rights and minority rights may succumb to certain restrictions, as long as they are necessary
in a democratic society. The level of human and minority rights cannot be lower than the one
guaranteed by the Constitution. When bringing these restrictions, all public bodies and so courts
too, must take into account the very nature of the right that is restricted, the importance of the
purpose of restriction, nature and scope of restriction, relation of the restriction and its purpose and
whether there is a way to reach the purpose of the restriction by as small restriction of a certain
right as possible.
Deciding on a state of emergency, which is by its nature ultima ratio, is constitutional category
(Article 200). State of emergency may be proclaimed only when there is danger to the state and its
citizens, but there is a very small possibility for a situation of such intensity.
More precisely, the Law on Emergency Situation (Official Gazette of Republic of Serbia, No.
111/2009, 92/2011 and 93/2012) stipulates (Article 8, par. 1/1) that the emergency situation
emerges when there are risks or threats or consequences of disasters, emergency events and other
danger to the population, environment or material and cultural goods and when they are as
intensive as when their occurrence or consequences cannot be prevented by regular actions of
bodies in charge, which is why it is necessary to use special measures, forces and means with
stronger activities. A crucial article is Article 5, paragraph 1, stating that data on dangers and the
activities taken by state bodies, bodies of autonomous provinces, local self-management units and
other subjects of protection and rescue are public.
However, there is still a question of classification of the data which may be public. The security
of the population is above any publicity of information. The principle of public data in emergency
situations can collide with the obligation of the state to preserve the security of the citizens. The
very Law on Emergency Situations, Article 133, stipulated the compensation of damage, and so:
a natural person or legal person, who has deliberately caused threat to persons and material goods
or has deliberately caused an accident, shall have to cover:
1) Costs of protection and rescue interventions;
2) Costs of repair and restoration to the original condition;
3) Damages to natural persons and legal entities.
Apart from the liability for damage, the person misusing his/her constitutional rights may be
criminally responsible, too. Article 343 of the Criminal Code regulates: Causing Panic and
Disorder:
1) Whoever by disclosing or disseminating false information or allegations causes panic, or serious
disruption of public peace and order or frustrates or significantly impedes enforcing of decisions
of government authorities or organizations exercising administrative authority, shall be punished
by fine or imprisonment spanning from three months to three years

2) If the offence specified in paragraph 1 of this Article is committed through media or similar
means or at public gathering, the offender shall be punished by imprisonment spanning from six
months to five years.
When there is a state of emergency there is not enough time to establish whether information is
false, that is, untrue. But in a digital age when information travels very fast, and may not even be
false, it may cause an even bigger tragedy in a state of emergency.
But state authorities must be cautious and do not qualify every dissemination of information in a
state of emergency as causing panic and disorder. The Court of Appeal in Kragujevac deems that:
In order to be guilty of causing panic and disorder in the form of intensive disturbing of citizens,
or a more serious disturbance of public order and peace, it is not enough to state that the offender
used his/her statements to cause panic and disturb public order and peace, and not specify the
nature of prohibited consequence… The Court of Appeal states that panic is a sudden intensive
disturbance of citizens caused by fear when expressing public news and statements. The
consequence of spreading panic and disorder is alternatively explained by the Code and it may
even be a serious disturbance of public order or peace, which is caused when this disturbance is
more intensive and it must be assessed individually in each particular case.’
Spreading panic and disseminating false information or fully or partially true information which
is inappropriate for publication in a specific moment may be contrary to productive and damage
life and health of citizens and property of a high value.
In order for management in emergency situations not to be chaotic, and making decisions and
taking actions not to be problematic, and especially for the citizens to be prepared for such
situations and informed on appropriate actions, it is necessary to conduct a constant preventive
training. The Republic of Serbia has National strategy of protection and rescue in emergency
situations (Official Gazette of Republic of Serbia, No. 86/2011) where Strategic Field 3 stipulates
using knowledge, innovation and education so as to build a culture of security and resistance at all
levels.
The Strategy states that consequences of disasters may be diminished if the citizens are adequately
and well informed about possible risks, options and measures that may be taken in order to
minimize the jeopardy and be better prepared. The public may be better informed if there is timely
and available information about dangers and risks of disasters. The educational system and media
play a very important role here. All necessary information must be available to everyone, including
people with disabilities in appropriate forms and by using appropriate technology. It is especially
children that can be timely informed about the aspects of integrated system of protection and rescue
by including this topic in formal and informal education. Conducting trainings of all subjects of
the integrated system of protection and rescue could contribute for citizens and relevant bodies to
be well-equipped to deal with disasters. The staff of this system is to be especially trained because
in this way they would be able to offer adequate help to children, the elderly, disabled persons, etc.
Media informing about these risks should encourage the behavior directed at minimizing the risks.
In this specific situation, the role of media is crucial. The Law on Public Information and Media,
stipulates that informing is free and does not succumb to censorship (Article 4). Article 5 provides

a more specific regulation of information on public interest stating that: media outlets shall freely
publish ideas, information and opinions on phenomena, events and personalities about which the
public has a justified interest to know, unless otherwise specified by the law. Everyone has the
right to receive truthful, complete and timely information on the issues of public interest and the
media are obligated to respect this right. The provisions of this Law may not be interpreted or
applied in the manner which disables the freedom of public information or restricts to a greater
degree than the one prescribed by the Law. The provisions are in line with international standards
and protection of human rights, and the practices of international institutions (Article 14).
But in the sense of this Law, media does not include platforms such as forums, social networks
and other, which enable free exchange of information, ideas and opinions, nor does the term
include blogs, web-presentations and similar unless they are registered in the Register of Media
Outlets, in line with Article 30, paragraph 2. Therefore, if social networks are not media, there is
the question of control of published content: is censorship possible, is it allowed to remove certain
content after there is an order of relevant authority, is it mandatory to share only accurate content
or can any person express themselves freely?
At this point we must reflect on the Law on Free Access to Information of Public Importance.
Article 2 of the Law states that the information of public importance is information held by a public
authority body, created during or relating to the operation of a public authority body, which is
contained in a document and concerns anything the public has a justified interest to know. For
information to be considered information of public importance, it shall be irrelevant whether the
source of information is a public authority or another person, which medium carries the document
containing the information (paper, tape, film, electronic media, etc.), on which date the information
was created or in which way the information was obtained, nor shall any other similar properties
of such information bear any Furthermore, Article 4 stipulates that: justified public interest to know
within the meaning of Article 2 of this Law shall be deemed to exist whenever information held
by a public authority concerns a threat to, or protection of, public health and the environment,
while with regard to other information held by a public authority, it shall be deemed that justified
public interest to know within the meaning of Article 2 of this Law exists unless the public
authority concerned proves otherwise.
The right to free access to information may be restricted (Article 8) to the extent necessary in a
democratic society to prevent a serious violation of an overriding interest based on the Constitution
or law. But no provision must be interpreted in the way justifying the revocation of a right
conferred by this Law or its limitation to an extent exceeding that provided for in paragraph 1 of
this Article.
Furthermore, Article 9 deals with cases when it is possible to revoke or limit the right to free access
to information of public importance. This is possible only in the following cases, among other 1)
Expose to risk the life, health, safety or another vital interest of a person; 3) Seriously threaten
national defense, national and public safety or international relations; 5) Make available
information or a document qualified by regulations or an official document based on the law as
state, official, commercial or other secret, i.e. if such a document is accessible only to a specific
group of persons and its disclosure could seriously legally or otherwise prejudice the interests that
are protected by the law and override the access to information interest.

It must be emphasized that the process of providing a free access to information of public
importance takes too much time when it comes to emergency situation. The request must first be
submitted in writing to a state authority body. If the information is not available within 15 days,
the person submitting the request may turn to the Commissionerfor Free Access to Information of
Public Importance and Personal Data Protection (the Commissioner). This process takes some time
as well, depending on the circumstances of a case. Even when the Commissioner decides that the
information must be made available, it has often happened that the authorities do not respond to
such decision, and even prefer to fines, although they are rather symbolical.
All this shows that it is necessary to find an adequate manner of accessing the information of public
importance in an emergency situation. In order to protect the security, life and health of citizens,
the authorities must inform the citizens adequately in the state of emergency, too, (via television,
radio, the Internet) and offer adequate, sufficient and truthful information. The authorities are also
obligated to do everything in their power so as to ensure the security of the state, citizens, life and
health of the population.
As previously mentioned, when Serbia was affected by floods in spring 2014, the social networks
were used to share useful information about humanitarian actions and similar, but also to criticize
the government’s actions in this times. The Serbian police stated that ““tweeting and re-tweeting”
helped in rescuing of over a thousand people who would have otherwise stayed trapped in their
flooded homes, without means to communicate their location.”70 But on the other hand, some posts
on social networks were stated to be “inciting panic during a state of emergency” and the
authorities interrogated some users for “spreading panic”71 and which spoke critically of the relief
efforts, while some posts were removed, too. 72 The posts primarily referred to the number of
victims of floods,73 and to misuse of humanitarian aid.74
This has caused a chilling effect and provoked a petition ‘U lice cenzuri’ supported, among other,
by Serbian Commissioner Rodoljub Sabic and Ombudsman Sasa Jankovic. Bloggers, journalists
and citizens reposted the petition on dozens of blogs in Serbia over less than a day, and the hashtag
#uLiceCenzuri trended on Twitter.”75 Law experts pointed out that “the state of emergency does
not keep us from calling the state authorities to account, criticizing them. Our right to “give
lessons”, based on the human right of article 46 in the Constitution (freedom of opinion and
expression), according to law, exists in a state of emergency to the same extent as in any ordinary
situation.”76
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6. CONCLUSION /CHALLENGES FOR THE FUTURE
In general, the restrictions on free speech are built in the relevant media-related legislation as a
consequence of the authorities’ tendencies to provide a higher level of security. Attempts to control
the platforms notwithstanding, it is the intermediaries that are often called to provide user data,
thus violating the right to anonymity and causing the users to fear the consequences of online
speech. While “China, Iran, North Korea, are the usual suspects for such practices, more recently
there are cases in Western Democracies, too, primarily aiming at prevention of terrorism.”77 This
is how most recently we have seen big pressures on intermediaries to take down the content which
may be connected with terrorism. However, “attempts to control the Internet, its operation or
content, have been notoriously unsuccessful. Its anarchy and resistance to regulation is, in the
minds of many, its strength and attraction.”78
Still, on a global level, there is a wish to find a proper balance between enabling more freedom of
speech and keeping platforms safe, too. A need for policies and global standards which are
implementable has been identified, since sometimes there are standards that seem good on paper
but they are difficult to be implemented, which is why rules and regulations must be drafted with
a particular care and with their feasibility in mind.79

Internet governance is also about who gets to participate in decision-making
about Internet policy and technology, and how. Since its infancy, the Internet
has benefited from a lightweight, decentralized, multistakeholder approach to
governance that combines targeted government regulation with various
formal and informal multistakeholder organizations to help guide its global
development… To be sure, current implementation of the multistakeholder
model remains imperfect and there are still challenges to address. Llanso (2012)
in M.I. Franklin, Digital dilemmas: power, resistance and the Internet, p.148

Another point to have in mind is different types of intermediaries. There are, e.g. Internet Service
Providers - ISPs which are generally not liable but may be asked to block access or take similar
actions. There are social platforms such as Facebook, Twitter, Youtube where most content is user
generated and liability in these cases may be excluded. Finally, there are online news providers
which allow comments and in this case their liability depends on the national law and the way in
which it treats defamation, copyright, etc. But the general global agreement is that if intermediaries
become familiar with the illegality of certain user generated content, they need to remove it.
Therefore, there are differences between hosting providers and acting providers, but there are also
similarities and this is why numerous stakeholders agree that there is a need to redefine the notion
of providers.
77

OSCE expert meeting, Vienna, 9 December 2015
Media law cases and materials, Eric Barendt, Lesley Hitchens, p.289
79 Llanso (2012) in M.I. Franklin, Digital dilemmas: power, resistance and the Internet, p.148
78

In conclusion, the debates about regulation of online speech in terms of preserving public peace
and order and avoiding panic in Bosnia and Herzegovina and in Serbia respectively are yet to
unfold and to gain even more momentum as the Internet takes over the news consumption from
traditional media and has more and more users every day. Control over the content has two sides.
The removal of certain content may be perceived as causing chilling effect and affecting freedom
of expression, while there also may be the problem of keeping history searches, etc. which later
on put the users’ privacy on display. Therefore it is also a general agreement that “the digital age
brings opportunity… Yet it also brings new threats to hard-won civil liberties.”80
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